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Abstract

Detecting CMOS bridging faults (BFs) using IDDQ
testing, or the current supply monitoring method
(CSM), has recently received much attention. One fun-
damental question that needs to be answered for this
technique is “what circuits does it apply to”. Previ-
ously we presented a set of constraints on circuits and
their test environment that formed a sufficient condi-
tion for using CSM to detect all single and multiple
irredundant BFs. In this paper we show that if any
of these constraints are removed then circuits exist for
which CSM cannot give correct results. Two special
classes of circuits, domino logic and synchronous se-
quential circuits, are discussed in detail.

1 Introduction

Bridging faults (BFs) have been shown to be a major
source of failure in VLSI circuits [1, 2]. Conventional
methods for detecting BFs employ only logic testing,
i.e., use wired-OR or wired-AND models for faults and
monitor logic values (high or low) at the primary out-
puts (see, e.g., [3, 4]). The feasibility of logic monitor-
ing has been examined by many researchers and it has
been shown that logic testing is inadequate for detect-
ing CMOS BFs that may result in indeterminate logic
levels [5, 6, 7.

IDDQ testing, or the current supply monitoring
method (CSM) [8, 9, 10], is an alternative approach
for detecting BFs in CMOS circuits. This method
takes advantage of an important property of CMOS
circuits, namely during steady state the current sup-
plied by the power source should be extremely small.
When a BF exists between two nodes that are respec-
tively connected to VDD and GND through conducting
transistors, the supply current becomes quite large. By
monitoring this current the fault can be detected.

Several circuit devices for measuring steady state
current have been proposed [11, 12, 13, 14]. A new
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testing methodology called built-in current testing us-
ing built-in current sensors (BICS) has been described
in [13, 14]. By partitioning a circuit into modules and
using a separate BICS for each module, this method
not only facilitates on-line self-testing but also makes
CSM applicable to large circuits. Thus CSM appears
to be a promising method for detecting CMOS bridging
faults.

The applicability of CSM, however, requires care-
ful examination. Previously we have shown that many
problems exist for CSM if it is not properly employed
[15]. These problems include 1) a fault-free circuit may
be identified as faulty; 2) even though in a fault-free cir-
cuit a test can connect two nodes to VDD and GND,
respectively, this test does not necessarily detect a BF
between these two nodes; and 3) a test for a single BF
may be invalidated due to the existence of other BFs.

In [15] we also proposed a set of constraints on a
circuit and its test environment. With these constraints
it has been formally shown that all single irredundant
BFs (BFs that cannot affect the logic function of a cir-
cuit) can be detected by CSM, and if a test vector de-
tects a single BF, it also detects every multiple BF that
contains this single BF. Thus these constraints form
a sufficient condition for using CSM to detect CMOS
bridging faults.

In this paper we further illustrate the importance
of these constraints. It will be shown that if any of these
constraints are removed, then circuits exist for which
CSM will not give correct results. Thus our constraints
can be considered or used as design and test rules for
CMOS circuits to facilitate IDDQ testing.

To further explore the applicability of IDDQ test-
ing, we have examined many circuits that do not sat-
isfy some of the constraints. Due to space limitation, in
this paper we shall only discuss two classes of these cir-
cuits, namely domino logic and synchronous sequential
circuits. We shall analyze the problems that may oc-
cur when using IDDQ testing and provide suggestions
and/or strategies for dealing with these problems. A
detailed discussion on circuits not satisfying each of the
proposed constraints can be found in [16].

The remainder of this paper is organized as fol-
lows. In Section 2 we review the previous work done
in [15]. This includes the circuit model, the proposed
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constraints and the derived theorems. In Section 3 we
use examples to illustrate the importance of each pro-
posed constraints. Various examples that satisfy all but
one constraint are given. In Section 4 we analyze the
problems in domino logic and sequential circuits, and
provide suggestions and/or strategies for these prob-
lems. Concluding remarks are made in Section 5.

2 Preliminary work

2.1 Circuit model

A CMOS circuit consists of a number of n-type/p-type
transistors and a number of nodes connecting these
transistors. A commonly-used partitioning method for
MOS circuits is adopted [17, 18]. This method parti-
tions a circuit described at the switch level into a num-
ber of “channel-connected components” called transis-
tor groups(TGs). Figure 1 shows the partition of a
circuit and some of its TGs. Each dotted polygon in-
dicates a T'G.

Each interconnection between TGs is unidirec-
tional and can be considered as an input or output of
the corresponding T'Gs. A transistor group T4 can con-
trol another transistor group T'B if one of the outputs
of TA affects one of the inputs of TB. For example, in
Figure 1 T'G; can control TG, and T'G3, and T'G> can
control T'Gs. If one TG can control another TG, then
these two TGs are related, otherwise they are unrelated.
If two TGs can control each other, then a control loop
exists.

Figure 1: Partitioning of a CMOS circuit

2.2 Circuit constraints
The following constraints on a fault-free circuit and its
test environment have been presented in [15].

Al. The gate and drain (or source) node of a transis-
tor cannot be in the same TG.

A2. During steady state operation, there must be no
conducting path from VDD to GND.
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A3. During steady state operation, each output of
a transistor group must be connected to VDD or
GND through a path of conducting transistors.

Ad4. There are no control loops among TGs.

AS5. The substrate (or well) of an n-type(p-type) tran-
sistor is connected to GND(VDD).

A6. During testing, each primary input is controlled
by a strong power source whose current flow is also
monitored.

The rationale of these constraints is briefly de-
scribed below. Al excludes the possibility of “self-
control” inside a transistor group. A2 is a common
attribute of CMOS circuits. A3 ensures that a circuit’s
normal operation does not rely on any “charge sharing”
or “charge retention” effects. A4 assumes no feedback
exists in the circuit. A5 ensures that a BF will not cause
anomalous reverse conduction that may occur at the
drain-substrate (or well) junction when the substrate
is connected to the source [7, 19]. A6 makes sure that
if a primary input is involved in a BF, it cannot stabi-
lize at an erroneous logic values without consuming a
large steady state current, and this abnormal current
can be detected.

Al—AS5 are constraints on circuits while A6 is a
constraint on the test equipment. For brevity, rather
than using the phrase “a circuit satisfies A1—A5 and
the test environment A6 is set up for testing this cir-
cuit”, we shall simply say that “a circuit satisfies Al—
A6”.

2.3 Fault classifications and derived
theorems

A single bridging fault is allowed to occur between any
two nodes in the circuit under consideration. These
nodes include all PIs, POs, I/0 of TGs and all internal
nodes of TGs. When a BF occurs, it is assumed that
the resistance between the two shorted nodes is 0. All
single BFs in circuits that satisfying A1—A6 can be
classified into three categories, namely (1) BFs inside a
TG, (2) BFs between two unrelated TGs, and (3) BFs
between two related TGs. A multiple BF is defined as
a fault that consists of one or more single BFs. A BF is
called redundant if it does not affect the logic function
of a circuit.

The following basic approach is used to determine
the applicability of CSM: when an appropriate test vec-
tor is applied, if due to a fault there ezisis one or more
paths from VDD to GND such that at any time at least
one of these paths is conducting, then the fault is de-
tected using CSM. This approach ensures that CSM
can detect a BF only if there exists conducting path(s)
between VDD and GND all the time, not just tem-
f)orarily. The following theorems have been proved in
15).



Theorem 1 A single bridging fault in a circuit satis-
fying A1—AG is either detectable by using CSM or is
redundant.

Theorem 2 If T} is a test vector for a single BF fi,
then T} is also a test vector for every multiple BF that
contains f1.

3 Importance of the constraints

Due to Theorems 1 and 2, the six constraints Al—
A6 form a sufficient set of conditions for using CSM
to detect all irredundant BFs. In this section we shall
discuss the importance of each of these constraints via
circuit examples.

Al—drain (or source) and gate are not in
the same TG Consider the circuit shown in Figure
92 that contains two transistor groups T'G; and TGa.
TG, violates A1 because the gate and drain nodes of
the p-type and n-type transistors of the inverters driv-
ing y and z are in the same group. A2 is satisfied
because no VDD-GND connection exists during steady
state operation (the two pass transistors connected to
O are controlled by complementary values). A4 is also
satisfied because the loop containing y and 2 is an “in-
ternal loop” rather than a control loop. It is easy to
verify that all other rules are/can be satisfied.

0 TG,

Figure 2: A circuit that violates only Al

Assume T'G; satisfies A1—A6 and there exists a
BF between a node y in TG2 and a node z in TG;. To
detect this BF, z and y must be set to complementary
values. If z and y become stable only when ¢ = 1, then
due to the “closed loop” containing y, during steady
state y will reach the same logic value as z and no
excess current will be observed [20]. Therefore CSM
will fail to detect this fault.

A2—no conducting path from VDD to GND
This constraint is essential since otherwise an excess
current will exist in a fault-free circuit. Examples of
this type of circuitry include pseudo-NMOS, pseudo-
PMOS and BiCMOS circuits.

A3—no floating output nodes Refer to Figure
3. The MUX output O = O, if Sel = 1, and O = O3 if
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Figure 3: A good circuit that may be identified as faulty
circuit

Sel = 0. When ABC = 100, both w and z are isolated
from VDD and GND. Since B = 0, charge sharing be-
tween z and w occurs and the resulting voltage value
v depends on their previous states. It is possible that
v may be greater than the threshold voltage of transis-
tor N but not large enough to cut off the transistor P
{21, 22]. Thus both P and N may conduct resulting
in a large current through the inverter. Therefore the
circuit may be identified as faulty when using CSM.
However if the circuit is designed such that Sel = 0
whenever ABC = 100, the circuit output is still cor-
rect if O is correct. This type of problem may occur
when implementing a circuit whose I/O relation is not
completely specified, e.g., when there exist don’t care
terms in the Karnaugh map.

A4—no control loop Consider the circuit shown
in Figure 4(a) that contains a bridging fault (z,y).
Without (z,y) we can set z and y to complementary
values by setting nodes a and b to complementary val-
ues during ¢;, and propagating these values to z and y,
respectively, during ¢;. The equivalent circuit of Fig-
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Figure 4: A BF that cannot be detected by just setting
the two shorted nodes to complementary values

ure 4(a) during ¢; is shown in Figure 4(b). Because of
(z,y), the two loops containing z and y are connected
together. Since there is no “external” control to these
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two loops, once the transition from ¢; to @ is made,
z and y will rapidly reach the same stable state (either
0 or 1) and no large current can be observed during
steady state [20]. Thus the fault (z,y) cannot be de-
tected by CSM. O

Ab5—substrate (or well) connected to VDD
or GND Consider the circuit shown in Figure 5(a)
which contains a BF (z,y). In a fault-free circuit if
z =0 then y must be 0 and if z = 1 then either y = 1
or y is floating. Therefore no test can set z and y to
complementary logic values and BF (z, y) is considered
as redundant.

ate
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substrate (or p-well)

®

Figure 5: Anomalous reverse conduction

Now assume the substrate of transistor Np is con-
nected to its source node rather than GND as shown
in Figure 5(b). When a vector zBC = 101 is applied,
node y and the substrate of Ng will be set to 1 due
to (z,y). Thus the pn-junction at the drain node (0)
will be forward biased because O is connected to GND
through transistors Ng and N¢ and an anomalous re-
verse conducting path (7] forms from node z, through
node y, the substrate of Ng, node O, node z, to GND.
This results in an excess current. However classical test
generation procedures will not generate a test for this
fault since it is considered as redundant.

A6—PI current monitored If constraint A6 is
not satisfied, then a bridging fault that involves a pri-
mary input may not be detected. Consider the circuit
shown in Figure 6. To detect a BF (z,y) we must set
z =1 and y = 0 so that a large current from VDD
through z, y to the driver of B can be generated in the
faulty circuit. But since the current on line B is not
monitored, the fault cannot be detected.

4 Case studies

We have shown that without any one of constraints
Al-A6, CSM will have some problems. In this section
we shall examine these problems in more detail. Due
to space limitation, we will only examine two classes
of circuits which represent typical circuits that do not
satisfy A3 and A4, respectively.
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Figure 6: Importance of A6

4.1 Domino logic

Consider a domino logic gate that conmsists of a
precharge stage and an inverter shown in Figure 7(a).
For any BF (z,y), if both z and y are inside the evalua-
tion block, then during ¢ = 0 neither of these two nodes
can be connected to GND and during ¢ = 1 neither of
them can be connected to VDD. Thus it is impossible
to connect z and y to complementary power sources
at the same time. Hence (z,y) cannot be detected us-
ing CSM. Similarly, if z and y are in the evaluation
blocks of two different precharge stages, (z, y) cannot
be detected using CSM either. The only BFs that can
be detected by CSM in domino logic are those involve
VDD, GND or the output nodes of the inverters.
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Figure 7: A domino logic gate

Another problem is due to the charge sharing ef-
fect at the precharge nodes. Again consider the circuit
in Figure 7(a). If during ¢ = 1 there is no conducting
path from O to A, then O is a floating node and should
retain its logic value 1. However due to charge sharing
between O and some nodes inside the evaluation block,
the voltage value v at O may be less than VDD(5V).



If v is larger than 4V, no problem exists. If v is less
than 4V but larger than VDD/2, due to the high noise
immunity of CMOS circuits it is likely that the logic
value at the output of the inverter is still at 0. There-
fore logically no faults exist. Because of this when a
designer designs a domino logic circuit, he may allow
the resulting voltages at O after charge sharing to be
at, say 3.5V. This voltage will turn on both n- and
p-type transistors and thus a larger current may exist
in the inverter. Therefore the circuit may be identified
as faulty if CSM is used.

Yet another problem is that the effect of one fault
may be masked by the existence of another fault. Con-
sider the circuit shown in Figure 7(b). To detect the
fault (z,y), O1 and Oz must be set to complementary
values. Assume we set O; and O2 to 1 and 0 respec-
tively. Due to another BF (O, A), the value at O, will
be 0 during ¢ = 1 and thus no excess current exists.

In summary the release of A3 may result in the
following problems: (1) many undetectable BFs may
exist if only CSM is used; (2) a large current may
flow through a gate driven by a floating node (or the
precharge node); and (3) the detection of a single fault
may be masked by the existence of other faults. These
problems are not easy to eliminate. The undetectabil-
ity of BFs in domino logic is an intrinsic problem due to
the “precharge” property of these circuits, and appears
to invalidate the use of CSM. The charge sharing prob-
lem may be alleviated by using a larger precharge node
(in terms of capacitance). This, however, can result in
performance degradation of the circuit. It seems that
the fault masking problem always exists and cannot be
avoided.

From the above discussions we can conclude that
CSM is not an effective method for detecting BFs in
domino logic.

4.2 Synchronous sequential circuits

In a sequential circuit, control loops always exist and
thus A4 is always violated. Therefore CSM may fail for
sequential circuits since nodes in a control loop may
stabilize at incorrect logic values without consuming
excess current. However to have this erroneous situa-
tion two conditions must be satisfied. First, there must
exist no external control to the loop so that the logic
values in the loop may change without consuming an
excess steady state current. Second, the control loop
must be a “real” loop, i.e., it must be a logically active
loop, not just a physical loop. Consider the Huffman
model of a sequential circuit shown in Figure 8(a). In
the following discussion master-slave flip-flops are used
as storage elements. Similar arguments can be applied
to circuits using other types of storage elements. As
shown in Figure 8(b) both the master and slave latches
contain a control loop (indicated by dotted boxes). The
control clock is shown in Figure 8(c). During CLK =0
the slave latch has an external control but not the mas-
ter latch as explained next.

When CLK = 0, u = v = 1. Thus control loop

Inputs
Outputs
Combinational P

circuit

]

;

rem—pommfm--

(b)

| S

Control loop 2 Gontrof loop 1 CLK

(d) "

Current monitored for BFs
involving master latch

Figure 8: A sequential circuit with master-slave flip-
flops

1 is not controlled by u or v, i.e., the value of z(y)
may stabilize at either 1(0) or 0(1). Any BF to ei-
ther z or y but not both can change the state of con-
trol loop 1 without consumirig an excess current during
steady state. For control loop 2 the situation is dif-
ferent. When CLK = 0 one of z and w must have a
logic value 0 and thus the control loop 2 is under the
control of z or w. Thus the state of this loop cannot be
changed without consuming an excess current.

If CSM is to be used for detect BFs in the com-
binational circuit (see Figure 8(a)), then the time to
measure the current is near the end of the cycle when
CLK = 0 (when the circuit reaches its steady state)
as indicated in Figure 8(c). At this time loop 2 is con-
trolled by an external power source (i.e., z or w) but
loop 1 is not. Therefore using CSM a bridging fault
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between a node in loop 2 and another node in the com-
binational circuit, or between two nodes in loop 2, can
be detected. A BF involving both z and y is also easy
to detect since they are always complementary to each
other. However a fault involving only one node in loop
1 may not be detected.

Two strategies can be used to deal with BFs in-
volving only  or y. First, the possibility of having
such BFs can be reduced by a careful layout. This can
be done because both z and y are nodes within a FF.
Another approach is by controlling the clock so that the
clock waveform is as shown in Figure 8(d). One then
can measure the current near the end of CLK = 1.

Note that due to the clock setting, the “global
loops” (FFs—combinational circuit—FFs) do not logi-
cally exist during steady state. Thus BFs involving ei-
ther z or y but not both are the only faults that may not
be detected by CSM. This observation can be general-
ized to all synchronous sequential circuits since during

steady state all global loops should not logically exist

since otherwise races in the circuit will occur.

5 Conclusion

In this paper we have analyzed the applicability of
IDDQ testing. In particular we have shown that any
of the constraints proposed in [15] cannot be removed
without causing problems. We have also given a de-
tailed analysis on domino logic and synchronous se-
quential circuits. We have shown why IDDQ testing
may not be effective for domino logic. For synchronous
sequential circuits we have shown that only a few BFs
cannot be detected by IDDQ testing and with a careful
layout the probability of such faults can be reduced.
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